NAVAJA SECURE EMAIL FOR MAC

Manual -

Getting started

Help

NAVAJA Secure
EMAIL is the most
secure encryption,
decryption software
for the Mac. It can
encrypt and decrypt
almost any kind of
messages and text

like content of notes,

documents and

content of scientific iOS and Navaja
works. It is best to NSEE-server !
secure your private-

or business

communication.

Encrpytion algorithm:

AES 256 DL

Navaja Mac is

compatible to Navaja
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Encrypting

messages:

1.) Type a recipient email address here, or
choose a person from your address book

5.) Encrypt the

message 6.) Choose message

type

navaja-secure-email

Your Password:

Password:
ds (Q

{ s
. Group
Subject: Retype Passwora. [ Al Contacts Auskur
{contract 1 (eoee [ on My Mac
[ 192.168.1.180 FEH

N Cloud || Alex

Recipient:

To:

‘john@doe.com

]
.t message: [Eap
Dear John ! |- | Apple

Please be so kind and send me the new contract details for the current deal, 4. ) Set yg ur persona |
think about the new calcul. an, we have talked about yesterday !! ° °
encryptlon, decryptlon
(17

Regards

2.) Set a stibject password
(optional) -

|| Beate

3.) Write the N

message

Encrpted Message with AES 256 dual layer:
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Encrypting
messages

Press send or postin

the templates

Help

Please follow the
steps 1to 6inthe
screenshot above,
after step 6 the
corresponding
messaging software
will open, for
example Mac OS X
mail software, or
integrated Facebook
and iMessage
software (if you have
installed a user
account before). It is
necessary, that you
additionally press
,send” or ,post”in
the corresponding
software templates !

Choosing an email
address from the
internal Mac address

book will always use
the primary email

address of a person
in the address book.

Be sure you have
chosen a person in
your address book
which has an email
address !l Otherwise
just type in the

decryption password
for the current
message, text or
note. You have to tell
this password the
recipient manually or
you have to
remember this pass-
word yourself for
decrypting a
message later.

recipients email

address like shown at

1)n

Choosing your
encryption and
decryption password
is very important !!

The password will
not be stored
anywhere !

Once a password is
lost or forgotten, you
will not be able to
encrypt the message
or text anymore !!

At point 3.) you type,
set and confirm your
encryption and

+ [ Mac (Cloud)

An: [ john@doe.com~¥

S CUCSOTAE OO0V NSO Lo

RyFaE
P TXBA N SN OB O MBI a2 S 05430

)

navaja://8d8séw+JdGradzSYZ9ys5dLjcUsOlomVy/
rBjjN8jmAoc5AWNXK3ARQ7piHSCisrdylSsvVCulUuuK
3jzC30TKAEOUDVOVzcbJHN/boWNS31rLLb/

Jiyg7kR80bbwBN4RyFS0EVBZNSFSXI1dwQjbuZ9Uro7
NIbKOAE6ICvUYxquawvWC1xcYutsvj70ls97V2idPX3

GNUowkudCPrYuJTXBG3VYI
+vSRND3]ZGswdjgzuSQB7uc3t/

QNBjk8PXe3leqFoZc3jZIzIHT 10co43amOFiYclOIHdgqw

TbZQIBKJ8HIVjvGX5ajzCrnPjv5

Encrypted with NAVAJA SECURE EMAIL i-formula.com
Copyright 2014 available for the Mac: http://www.i-
formula.com/navaja/mac/ for iOS: http:/Awww.i-
formula.com/navaja/ios/ at the Apple app, Mac stores v

IAbbrechen | { __Sendex

rBjjN8jmAocSAWNXK3ARQ7piHSCisrdy|SsvVCulUuuK3ljzC30Tk
AEOuDvOVzcbJHn/boWNS591rLLb/
jiyg7kR80bbwBN4RyF50EV8ZNIFSXI1dwQjbuZ9Uro7NIbKOAES!
CvUYxquawvWC1xcYutsvj70ls97V2idPX3GNUowkudCPrYuJTXB
G3VY+vSRND3jZGswdigzuSQB7uc3t/
QNBjk8PXe3leqFoZc3jZIzIHT10co43amOFiYclOIHdgqwThbZQIBKJ

BHfVjvGX5ajzCrnPjv5

Encrypted with NAVAJA SECURE EMAIL i-formula.com Copyright
2014 available for the Mac: http://www.i-formula.com/navaja/mac/
for iOS: http://www.i-formula.com/navajafios/ at the Apple app,
Mac stores

=/ Ort hinzufiigen Abbrechen | Posten |

- A
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Encrypting,
decrypting
other texts like
content of
documents

Ohne Titel

Help

To encrypted other
texts then messages
you can copy and
paste the text from a
word, pages or pdf,
note document

into the cleartext field
shown at 3.) then
follow the steps 4.),5.)

Afterwards you can
copy the encrypted

version of the text
from the encryption
field back to your
pages, word, note
document and save a
secure encrypted
version. Be sure you
have set your
encryption,
decryption password
before encrypting

Ohne Titel i
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encryption,
decryption an email

h ®

Bereitstellen Tipps.

For content

address or subject is
not necessary nor you
have to choose a
message type, just
copy & paste it !

&

Format Konfigurieren

Text

at all—well, maybe a line or two.
This includes full Unicode support; multiple rulers to control paragraph styles,

tab stops, line spacing, and the like; spelling and grammar checking;
substitutions; transformations; and speech. Think of it: A button and a word
processor take the same amount of work.

Ironically, all this *for free" power comes at a high price: You have to lean it. Th

g3i46W6f+xxtl it
+N3Hmﬁmmmnaaeamﬁnm

| ayWw+aSdhl
+PFBVAKIMdI62a3Ak/3yXp3ZxSgSaLbdy

Encrpted Message with AES 256 dual layer:

yXp3ZxSgSaLby+Xma JUUNKN;
+R5aomaR2TngforP2aHRAIzn8e TKVmMeMuKZIFFLJplid3N 1nQM4emXqYolzC
hZI(ZMDdPJMIﬂaPﬂuqOmZdlllHMVZWZRyICZ]XKGILmVeDMMGXXNQ

NWOWI@KE\!YYQZH&JME

Z6lukrQ88WQmITq| \SczWeAGA4CoK(

+HIQXEYUYSDAAXSFSiUnHXhGRCNZWESOVrgey

ABANLGWYINZG4RbMGhhE3YGy/pl
C2QHINZTTSs2JKDQVNur

d Lp
+R5aomaR2Tn9forP2aHRAIzn8e TKVmeMuKZtFFLJplid3N1nQM4emXqYoLzChZIk2r4zxf
PJM1tlaPflugémZdiirHMV2CwZRy1CZiXKGILnObaxVcDr4hAGXXNIKIL/SORayQ
+Ql3iK§'J QZHSJSeBFAVOZXEf+Dkh3sgGyy/WFEBXWxoYh3JpRIDwalY/
S ql.

XUs|IP YET37IUA qclz-
205N3pEpZvWDWZWr3vgT5ye54jaNkCDJHgJIVZZaJMRCMJVSEODyL e46qF 2Z61ukrQ88
WQmITqIABKkMxSASczWeAGACoKcG/KIY.libfej

+.IQxFYqy5DgAXSngUonlhEFlanWF,iOVng,cllAB«i nLGwYInzG4RbmGhht3YGy/

PXS7ET23K|V1 XnBPlLZWtaZQhIGancZJS.S.ngmOQ&snKQ!qﬁﬁcQLHiFBMS};?FJ
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HU.
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+KC0I7pS6ax1IdHninw 1 IDBAMQIZAJECIIAILZR114WhiomtHAG4cGIBAR.Y
Dg65gSuyOheqCeHNIOINmMLSRaROSWEY0zelc /
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Decrypting
messages

automatically

Decrypting a
messages, which was
originally encrypted
with NAVAJA Secure
EMAIL can be done
automatically or
manually.

Be sure you always use
the latest software
version (Please see
updates in the Mac
software store and iOS
app store).

¢ <>

Automatically:
Where ever you
receive the encrypted
message an auto open
url link called navaja://
..isincluded, just
click a.) the blue
underlined link and if
NAVAJA Secure EMAIL
is correctly installed on
your system it will
open the software
immediately ! An b.)
import message will
appear and the

contract — Eingang

encrypted text will be
pasted automatically
into the c.) Encrypted
messages ... text field !
Now enter your known
encryption, decryption
d.) password in the
password field and
verify it | Press the e.)
decrypt message
button from the menu
afterwards ! d.) clear
text of the message
appears !

Jila¥8alel

"

T
An: T
contract

27. Mai 2014 12:12

L%

. 3

Ploasa clk he navaje: Ik 1o declely oo the app, sotware, i Navaja Sacure EMAILaop, oftware s stalld on Your devios, yetam 1 O I you want 1 cut & pasta It marwaly, romove tha navaje: n your cut & pate o sucsssilly decrypt

Davala:/Bd8s6w+JdGr9dzS Y29ys5dLicUsOlomV /rB NB MAOCSAWNXK3ARQ7DIHS Cisr4ylSsvVCulUuuK3IizC30TKAEQUDVOVZehbJHN/boWNS91 rLLbiijyg:
0ls97V/2idPXAGNL i IYE G GswdigzuSQB7uc3VQNBjkBPXe3leqFoZc3iZIzIHT 10c043amOFiYcIOIHdawTbZQIBKJBHIViVGX5aj2CmPivs

I9FSXI1dWQjbuZ9Uro7NIbKOAEBICVUY: 1xcYutsyj

enerypte for I0S: http:/www.-formula. at the Apple app, Mac stores

“AJA SECURE EMAIL i-formula.com Copyright 2014 available for the Mac: hitp://www. -formula

a.) Click the navaja link to
open navaja software

navaja-secure-email

¢

° ° Encrypt Message Decrypt Message Send Encrypted Email Send Encrypted fb Posting Send Encrypted iMessage Get iOS app
automatica mail o s o,
I
o To: Password:
209 cards |
I M a type destination address here [ ] i S
B Group [Name  Email; E
Subject: Retype Password: Gaic T
type subject here [ ] [ on My Mac || Elke ak
[ f1192.168.1.180 18 Alarma.

800

navaja-secure-email
Info:

Navaja Secure Email has received data form either the
‘email programm or other software! Don't forget to
= enter your password before decrypting 1!

Your

Password:

209 cards (Q

type destination address here

Group Name  Email} E. —
Subject: ‘/pe Password: O
type subject e

@

(&l

an I

d.)

th AES 256 dual layer:

ac

c.)

Encrpted Message with AES 256 dual layer:

80Bs6w+IdGradzSYZoyssdlicUsOlomVy/
B NB]oncSAWnXKaAROmHSC\suylsstCuIUuuKmquTkAEOuMVm
bJHN/DOWNEO *

nnnnn

3ZGswdigzySQBT,
JAKBPXQSIMFchajzlzIHTIMamFVcIOIquwaZQIBKJBHNy\GXsz
CMPiVS
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@00 navaja-secure-email

Recipient: Your Password: Addressb
To: Password:

e @ )
‘type destination address here I [.... | :

) Group | Name Email 4 E
Subject: Retype Password: ] All Contacts | Auskur D
ltype subject here | I“” l
Clear text

Dear John !

Clease be so kind and send me the new contract details for the current deal,
ink about the new calculation, we have talked about yesterday !!

Regards
Jean

d.) Clear text
appear

Encrpted with AES 256 dual layer:
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Decrypting
messages
manually

Decrypting a
messages, which was
originally encrypted
with NAVAJA Secure
EMAIL can be done
manually.

Be sure you always
use the latest software
version (Please see
updates in the Mac
software store).

Manually:

You can always
decrypted an
originally encrypted
message with
NAVAJA manually by
marking and copying
the encrypted
message or text
WITHOUT the

navaja://

Url link word 1!

And copy and paste it
into the encrypted
Message.. field c.)

Please click the navaja:/ link to dirctely open the app, software, if the Navaja Secure EMAIL app, software is installed on your device, system !! Or If you want to cut & pa:
it!!

Encrypted with NAVAJA SECURE EMAIL i-formula.com Copyright 2014 available for the Mac: http://www.i-formula.com/navaja/mac/ for iOS: http://www.i-formula.com/na

Trouble
shooting, know
limitation

At this time, email
attachments like
images, documents,
zip file and other can't
be encrypted, this will
be available in the
near future !

| can’t send a
Facebook posting,
iMessage ?

- You have to activate
your Facebook,
iMessage accountin
your Mac's settings,
Internet accounts,
Facebook, other
accounts, messaging
(OS X Mavericks) !

When sending a
encrypted iMessage
to my recipient the
send button is grayed
out in the iMessage
sending template box
?

- Your recipient does
not have activated
iMessages under this
email address choose
another messaging
method or use an-
other email

address !

My recipient has
several different email
addresses? - NAVAJA
always only takes the
first address from the

address book, type in
the address manually !

How long should my
encryption, deception
password should be
(characters)? - The
longer your password
is, the more characters
you password have
the more secure it s,
we recommend at
least 8 characters
mixed with numbers
and additional ASCII
special characters !
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Warnings,
exclusion of
warranty,
liability and
guarantee !!

I[Exclusion of liability !
Exclusion of warranty
and guarantee !

That powerful
validation, and our
reputation for safety,
durability, reliability,
and ease of use, has
also driven our
consumer dedication
further than ever
anticipated. Moving
forward, our
commitment to
"Perfection" remains
steadfast: we will
never compromise
quality. We will
continue to invest
tremendous resources
in the technology and
talent necessary to
improve our products
wherever possible;
and we will always
strive to deliver
maximum customer
satisfaction!

Changes as well as
spelling and typing
errors may appear, the
author of this

document is not
responsible for theses
errors. The manual is a
"living document”,
which is constantly
expanded and
improved! Exclusion
of damages claims,
warranty - |Exclusion
of liability ! Exclusion
of warranty and
guarantee !

The app author
reserves the right not
to be responsible for
the topicality,
correctness,
completeness or
quality of the
information provided.
Liability claims against
the author which refer
to damages of
material or immaterial
nature caused by use
or disuse of the
presented information
or by the use of faulty
and incomplete
information are
generally excluded.

Copyright 2015

i-formula.com

email contact, help:
office@i-formula.com
version 1.20

Content is available
under Creative
Commons Attribution-
Share Alike 3.0 license
unless otherwise
noted.

iPhone, iOS, Mac, Mac
OS X, Pages are
registered trademarks
by Apple

Facebook is a
registered trademark
by Facebook Inc.

NAVAJA Secure email
is available for the
MAC and iPhone, iPad
and with Navajo NSEE
Server also
compatible with
Android and Windows


http://i-formula.com
http://i-formula.com

